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Abstract - Mobile Ad hoc Network (MANET) is
an autonomous system of mobile nodes
connected by wireless links. The communication
may be via intermediate nodes from source to
destination. The nodes are free to move in the
network. Ad Hoc On Demand Vector (AODV)
routing protocol is superior than different
routing protocols in MANET. MANET faces
many attacks because of its characteristics. Now-
a-days Denial-of-Service attack is grown up and
has disturbed whole Ad hoc Network. In this
paper we are going to represent work on
Flooding Attack by different authors. Flooding
Attack is one kind of Denial-of-Service attack in
which intruder floods (broadcast) exceed packets
in the network so the actual communication
cannot be kept. In this paper, secure methods
against flooding attack are presented which are
surveyed by us.
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[. INTRODUCTION

MANET is an infrastructure less network in
which autonomous nodes are wirelessly connected
with each other, communicate and create multi hop
network for a short period of time or temporarily. In
MANET individua nodes are free to move
anywhere in the network or out of the network. The
nodes of these networks act as routers, which are
able to find and maintain routes to other nodes in
the network. Mobile Nodes can be anything like
laptop, mobile phone, PDA, personal computer etc.

MANETs have many characteristics like
Autonomous terminal, Distributed operation, Multi
hop routing, Dynamic network topology, fluctuating

link capacity, Light weight terminals, Automatic
Self configuration, Quick Deployment, Constrained
Resources (Battery Power, Wireless Transmitter
Range etc.)
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Fig.1 Mobile Ad hoc Network!*!
There are few advantages of MANET like,

Scalable

Easy to Setup

Infrastructure less

L ess expensive compare to wired network
Self-Configuring Network

Very useful in emergency situations

As shown in beloved figure, there are mainly
three types of routing protocols used like Proactive
(DSDV, OLSR), Reactive (AODV) and Hybrid
(ZRP) protocols in MANET. Proactive protocols
found route automatically, maintain all information
of each node and also update information regularly.
Reactive protocols are also called as on-demand
routing protocol. It means when any node wants to
communicate to other node in the network, at that
time the path will be established and maintain till
the communication necessary. Hybrid protocols
having the properties of both the protocols proactive
protocols and reactive protocols.
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Fig. 2 Routing Techniquesin MANET

In Real world, Mobile Ad hoc Network applied
in Military battlefield, Commercial Sector, Local
Level like conference, Civilian Environments etc.
and Persona Area Network. MANET is established
in an emergency situations as described above.

The Security services are required in MANET
because of nodes are dynamic in mobile ad hoc
network. In MANET security issues are,

Confidentiaity
Integrity
Availability
Non-repudiation
Authentication
Authorization
Anonymity

[I.  ROUTING ATTACKSON MANET

Because of weak security and decentralized
structure, various attacks are occurred by the
attacker in the network. The various attacks are
classified in two types — First is Active Attack and
second is Passive Attack. Active Attack is a type of
attack in which attacker can modify the data or
information and in Passive attack attacker only can
read the data or can observe the pattern of data, he
cannot modify the data.
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Fig. 3 Routing Attacks
A. Active Attack
1) Black hole Attack : This attack is a type of

2)

3)

4)

Active Attack. In this attacker receive the packet
from the previous genuine node and drop that
packet, he does not forward this packet to other
node.

Gray hole Attack : Gray hole attack is also
called as “Selective Forward Attack” because in
this attack the malicious entity will drop some
selective means important packets and
remaining packets will be forwarded to the next
hop in genuine path.

Sybil Attack : In Sybil attack, attacker node
creates a fake identities with the use of other
legitimate nodes IP and pretend that | am a
genuine node. This type of attack will be
difficult to detect.

Denial of Service Attack : In this Attack,
Attacker will send extreme messages in the
network so the genuine or legitimate mobile



nodes cannot interact or communicate with each
other. The intent of attacker is only that the
network will jam and traffic will be created.

5) Byzantine Attack : In this method malicious
node creates routing loops, forward packets
through non-optimal paths or selectively drop
packets which results in disruption or
degradation of routing techniques.

6) Worm hole Attack : In worm hole attack there
are minimum two malicious entities. These two
entities are create one tunnel between them in
the network and whenever one malicious node
receive a data packet from the neighbor or any
legitimate node it forwards that packet directly
to the second malicious node through the tunnel
which was created between them.

B. Passive Attack

1) Eavesdropping The man goa of
eavesdropping is to gain confidential data which
should be secret during communication process.
This confidential data is like private key or any
secret key of nodes.

2) Traffic Analysis : In this type of passive attack
attacker only observe that which node will
communicating with which node at atime.

3) Traffic Monitoring : Traffic monitoring states for
any wireless network like satellite, wireless
LAN, celular to developed or determine the
communication and functional information for
the initiation of attacks.

1. INTRODUCTION TO FLOODING
ATTACK

Flooding attack is a denial of service type active
attack. In this attack, attacker aims to flood the
network with the number of fake RREQ control
packets or data packets until the network will be

saturated with those packets and the genuine
communication can’t take place.
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Fig.4 Network under flooding attack™"

As per the type of packet used to flood in the
network, it is classified into three categories which
are shown below,

In HELLO mechanism, nodes are broadcast
HELLO messages and declare themselves to their
neighbors. But some malicious entities in the
network flood the excessve HELLO packets
without maintaining the time interval it is caled
HELL O flooding attack.

In RREQ flooding, the intruder floods the more
number of RREQ packets to the node so the
legitimate nodes cannot communicate and consume
the bandwidth of the network or getting down the
network.

In DATA flooding, attacker first create a path
with the other nodes and after that it sends extreme
no. of fake data packets to their neighbors and
create a traffic . This attack is very difficult to
detect.

V. SECURE ROUTING METHODS
AGAINST FLOODING ATTACK

A. SYM based detection technique'®



In this technique, the behavior of every node
collected initially and save into the XML file. Then
this XML file passes to the Support Vector
Machine. This machine first extract this file and
then it checks the threshold value, if the

node cross the threshold limit they detected as
malicious entity or node through the SVM.

B. Prevent Flooding using Trust level!*

In this method every nodes have trust calculator
which calculate the trust of their neighbor nodes.
Trust level calculate on the basis of three factors.
First is a ratio of no. of packets received impact
from the neighbor to the total no. of received packet
from that node. Second is a ratio of the no. of
packets forwarded successfully by the neighbor to
the total no. of packets sent to that neighbor. And
third is the average time taken to respond to a route
request. According to this, the neighbors have
categorized into three categories.

Friends (most trusted)
Acqguaintances (trusted)
Strangers (non-trusted)

C. Based on Real time host intrusion detection!™®

This technique follows the knowledge based
intrusion detection methodology to detect intrusions
in the network. It operates localy in each node in
the network and depends on the network traffic
observed by the node. To observe the pattern of the
attack, the AODV traffic is analyzed in it is normal
scenario and when the attack is in progress. It is
based on the idea of Neighbor Suppression
algorithm. Here the knowledge based technique is
very time consuming task and it should be very
careful in analysis of each vulnerabilities.

D. Restrictive Model (RM) for detect and prevent
INVITE flooding attack!*"

INVITE flooding attack is perform on
application layer and related to SIP(Session
Initiation Protocol)-based phones. These phones
have an ability to initiate a number of cals
simultaneously. These type of attacks are difficult to
detect because the attacker used the trusted client
for launching an attack on SIP server. Trusted client
is a authorized person through the previously done
authentication process. [Here SIP is most used for
signaling and controlling multimedia
communication sessions.]

E. RFAP (RREQ Flooding Attack Prevention)
Technique!™

In this technique, if node will break the
predefine threshold value, it gets punished. First
find the attacker node, remove it from the network,
give punishment and after that again consider that
node as a fault nodes. If attacker breaks rule first
time it will punished less but the punishment level
will increases when the violation of rules by the
attacker are more. In this method malicious node
will be recovered after some punishment if their
behavior will be genuine.

V. Comparative Analysis
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CONCLUSION

MANET’s are the most promising field of
research but there are always security threats
from attacker due to their characteristics. And
now-a-days denial of service attacks are very
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dangerous for MANET. Flooding Attack is the
part of this attack. In this survey paper we
surveyed some techniques for secure routing
against flooding attack in MANET, which
detect and prevent the flooding attack. It is the
most challenging attack for every wireless ad
hoc network.
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